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Protecting systems where the private data and intellectual property resides is no longer
considered a function of perimeter defense systems but has instead become the domain of
endpoint protection software, such as host Intrusion Prevention Systems (IPS). Cisco® Security
Agent (CSA) is the Cisco Systems® host-1PS solution. CSA provides the security controls that
corporations need to deal with threats to host and desktop computing resources.

Advanced Host Intrusion Prevention with CSA isapractical guide to getting the most out of CSA
deployments. Through methodical explanation of advanced CSA features and concepts, this book
helps ease the fears of security administrators seeking to install and configure a host IPS. This
book explains in detail such topics as installation of the management servers, installation of the
agents for mass deployment, granular agent policy creation, advanced policy creation, real-world
troubleshooting techniques, and best practices in implementation methodology. This guide also
provides a practical installation framework taken from the actual installation and support
experience of the authors.

This book helps you implement host | PS appropriately, giving your organization better protection
from the various threats that are impacting your business while at the same time enabling you to
comply with various legal requirements put forth in such legislation as HIPAA, SOX, SB1386,
and VISA PCI.
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