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The Network Security 1 and 2 Companion Guide is designed as a portable desk reference to be
used with version 2.0 of the Cisco® Networking Academy® Program curriculum. The author
reinforces the material in the two courses to help you to focus on important concepts and to
organize your study time for exams. This book covers the overall security process based on
security policy design and management, with an emphasis on security technologies, products, and
solutions. The book also focuses on security appliance and secure router design, installation,
configuration, and maintenance.

The first section of this book covers authentication, authorization, and accounting (AAA)
implementation using routers and security appliances and securing the network at both Layer 2
and Layer 3 of the OSl reference model. The second section of this book covers intrusion
prevention system (IPS) implementation using routers and security appliances and virtual private
network (VPN) implementation using routers and security appliances.
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